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Presenter Notes
Presentation Notes
Good morning/afternoon/evening, and welcome to this session on data management, governance and DMPonline.




Presenter Notes
Presentation Notes
Today we will be going over things you should know or be aware of before you start your data management plan, how to describe your data, how you will generate or collect your data, what documentation or metadata you will produce, ethical and legal concerns, how you will store and back up your data, what data will get kept, how you can share your data and things to consider before you do this, who will be responsible for what, and our university policies around data. There will also be a list of resources at the end, and time for any questions.
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~We are a teamthatsits i tal and Information
ServicEs, With-the knoew-how to provide b technological solutions to

We combine our knowledge of the research community with our technical
expertise to provide the best solution for you.

We can be reached at digitalresearch@abdn.ac.uk

Digital Research | Research | The University of Aberdeen (abdn.ac.uk)



https://www.abdn.ac.uk/research/digital-research/index.php
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* Access and support for our survey and data
entry tools
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* 1-1 consultancy for research solutions

* DMP support

 Data management support

* Access to the Data Safe Haven and SafePod

Digital Research | Research | The University of Aberdeen (abdn.ac.uk)



https://www.abdn.ac.uk/research/digital-research/index.php

project is complete.

Most funding bodies are now expecting to see a DMP and for it to be
maintained throughout the project’s lifecycle.

Data Management Plans | DCC

Data Management Plan | University Systems and Software | Toolkit | The University of Aberdeen (abdn.ac.uk)



Presenter Notes
Presentation Notes
But first, before any of that, what is a DMP? A DMP, or data management plan, is a formal living document that outlines how your data will be handled before, during, and after your project. The term ‘living’ here describes the fact that the document can change and be updated as your project progresses. Most funding bodies are now expecting to see a DMP in place and for it to be maintained during your project.

https://www.dcc.ac.uk/resources/data-management-plans
https://www.abdn.ac.uk/toolkit/systems/data-managment-plan/

. used fairly, Iaw ully anﬁ tr: nsparent y

* used for specified, explicit purposes

 used in a way that is adequate, relevant and limited to only what is necessary
e accurate and, where necessary, kept up to date

 kept for no longer than is necessary

 handled in a way that ensures appropriate security, including protection
against unlawful or unauthorised processing, access, loss, destruction or
damage

Data Protection Act 2018 (legislation.gov.uk)
Data Protection | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
You will also need to be aware of the UK laws in place regarding data protection. The Data Protection Act of 2018 outlines how personal data should be handled lawfully and ethically. It also stresses that the use of personal data should be explicit and transparent to the data provider.

https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php

 Granting individuals rlghts over thelr data such as the right to deletion,
correction, and access (where applicable)

* Requiring consent for the use of personal data
* Ensuring the fair, lawful and transparent use of personal data

 Mandating security measures to protect data, mandating the reporting of
data breaches, and appointing data officers

 However, there are exemptions to these rights for researchers, but these need
to be explicit to individuals

General Data Protection Regulation (GDPR) — Official Legal Text (gdpr-info.eu) Data Protection | StaffNet | The University of Aberdeen
UK GDPR guidance and resources | ICO (abdn.ac.uk)
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Presentation Notes
The other law to be aware of is the General Data Protection Regulation or GDPR. This set of regulations outlines the rights data providers have over their data, including the need to be explicit in how data will be handled and requiring consent for its collection, processing and storage. In a research context, however, there are restrictions and exceptions to some of these rights, such as the right to withdraw your data which may not be possible after it has been anonymised for example, but these exemptions need to be made explicit as well.

https://gdpr-info.eu/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/
https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php
https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php

nt effects on individuals
7 ta on a large scale
 systematically monltormg publlcly accessible pIaces on a large scale

e use profiling or special category data to decide on access to services, opportunities or
benefits

 profile individuals on a large scale
* match data or combine datasets from a different source
e profile children or target marketing or online services at them

 process data that might endanger the individual’s physical health or safety in the event of a
security breach

More information can be provided by the Information Governance team at dpa@abdn.ac.uk

Data Protection | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
Another thing to consider before you start a DMP is whether you need to fill out a Data Protection Impact Assessment. If you answer yes to any of the questions on this slide, you will need to fill one out. However, you do to need to do this alone, you can contact the information governance team for more guidance on DPIAs and how to fill one out. If you are in any doubt, just ask.

https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php

Create

* First Name

* Last Name

* Email

It’s free to use and you can start creating
* Organisation
DIVI PS after YOU’Ve CreatEd an account. Begin typing to see a list of suggestions

* password

[J show password

= 1 accept the terms a


Presenter Notes
Presentation Notes
Now we can start creating a DMP. We at the university have a tool to create DMPs called DMPonline. It’s free to use, all you have to do is create an account and then set it up with the UoA institutional login. Once that is done, you can start creating. As a bonus, you can create test DMPs just to see how this tool works.

https://dmponline.dcc.ac.uk/

Each area will also contain descriptions
of what info should be contained — these
descriptions are also geared to which
funder you have submitted.

Funders' data plan requirements | DCC
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Presentation Notes
When creating a DMP, you’ll need to be aware that each funding body will have slightly different requirements, but what they will be after will be outlined in each section of the DMP, but each DMP will have the same key areas that we will cover in this session. Here, I put the Medical Research Council in my DMP, and there is now a tab with MRC guidance as well as DCC and UoA guidance.

https://www.dcc.ac.uk/resources/data-management-plans/funders-requirements
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Presentation Notes
Now we can get started with the required sections of the DMP, starting with how to describe your data.


Prospective Retrospective Case-Control

Please note, that if you’re using or re-using any third-party data, make sure you have the appropriate permissions to
allow for data sharing and/or preservation plans

[DMP 1.1]


Presenter Notes
Presentation Notes
You will need to think about the type of study you will be conducting, such as a retrospective, prospective or case-control study. 


Please note, that if you’re using or re-using any third-party data, make sure you have the appropriate permissions to
allow for data sharing and/or preservation plans

[DMP 1.2]


Presenter Notes
Presentation Notes
Here you will need to outline the type of data you will collect or generate, such as qualitative or quantitative, text or images or videos, measurements, computer modelling or samples.
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How much will cover how much data
storage you will need for your project; Will
you only require a couple of gigabytes or
multiple terabytes?

[DMP 1.3]
Recommended formats — UK Data Service



Presenter Notes
Presentation Notes
Following on from the type of data, you will also need to think about how much data you will have and what format it will take. Will you have only a couple of gigabytes or multiple terabytes of data? What format will it take and why, such as comma separated value or a text file. You will also need to think about the software that can read the file formats you choose, but that comes in a later section.

https://ukdataservice.ac.uk/learning-hub/research-data-management/format-your-data/recommended-formats/
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Presentation Notes
Now we can start to think about the methods of data collection and/or generation.


be collected, generated and/or

-

SPSS/Other statistical
analysis programs

Excel/Other spreadsheet
software

Surveys/Survey tools Audio/transcriptions/video

[DMP 2.1]


Presenter Notes
Presentation Notes
This is where we can think about the software you will use for collection, generating or processing your data and why, such as spreadsheet software, statistical analysis software, survey tools, or audio/visual recording or transcription.


You may need to fill out a Supplier Cyber and Data Assessment

IS18: Supplier Cyber and Data Assessment Process Overview (abdn.ac.uk)
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Presentation Notes
When thinking about software, you’ll need to be aware of using third-party software. If this is the case, you may need to fill out  Supplier Cyber and Data Assessment. But as before, if in doubt, ask.

https://www.abdn.ac.uk/staffnet/documents/SCDA%20Process.pdf
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Data Cleaning Repeat Samples

. Validation . Standardisation

DMP [2.2]
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Presentation Notes
You will also need to think about how you can ensure data quality, what methods you will use and why.




Presenter Notes
Presentation Notes
Now we’re going to talk about data management, documentation and curation.


C DRIVE H DRIVE SHARED DRIVE  USB/ EXTERNAL CLOUD
HARD DRIVE

[DMP 3.1] Data Storage for Researchers | University Systems and Software |



Presenter Notes
Presentation Notes
Here, you will need to think about how best to store your data, C drive, H drive, Shared drive, Cloud storage, or an external method. You will also need to think about how that data is managed in your storage solution, does it get back up and how.

https://ukdataservice.ac.uk/learning-hub/research-data-management/#store-your-data
https://www.abdn.ac.uk/toolkit/systems/data-storage-for-researchers/
https://www.abdn.ac.uk/toolkit/systems/data-storage-for-researchers/

= Express

- Fire sparks evacuation at Aberdeen university

® 20/11/2014, 9:57 am

Aberdeen university students
evacuated following bin fire in
classroom

Aberdeen university students evacuated following bin fire in classroom (pressandjournal.co.uk)

Aberdeen students evacuated from fire (pressandjournal.co.uk)



Presenter Notes
Presentation Notes
We would recommend against using external storage methods, such as external hard drives or pen drives, as they can be fragile. They can be dropped, corrupted, lost, or in the examples here, irreparably damaged. When they do get damaged, it can be extremely difficult to recover the data stored within and the data will likely be unrecoverable.

https://www.pressandjournal.co.uk/fp/education/higher-education/1563075/aberdeen-university-students-evacuated-following-bin-fire-in-classroom/
https://www.pressandjournal.co.uk/fp/education/higher-education/407140/aberdeen-students-evacuated-fire/

not for your research

«  Your C drive should only be for transient storage, and anything saved
here needs to be backed up on a shared drive or your OneDrive

Data Storage & Archiving | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
We would also recommend against using your H or C drive to store your research data. The H drive is only supposed to be used for personal work, and the C drive for transient storage which should be backed up on a shared drive or cloud storage.

https://www.abdn.ac.uk/staffnet/working-here/it-services/datastorage.php
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now to safeguard?

: -a*nd why the risks are

e What poI|C|es are in pIace to mltlgate thls rlsk?

 What formal standards will you implement to mitigate risk?

[DMP 3.1]
Data Protection | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
You will also need to think about the main risks to your data and how you will mitigate those risks. It will be worth thinking about the type of data again as that can gear your answer. Personal and sensitive data will be a higher risk to store just due to the nature of the data. E Examples of risks can be data corruption, accidental or deliberate deletion, human error, or data leaking, and ways to mitigate can include storing them in shared drives where only certain people can access them, encryption and anonymisation.

https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php

* |t describes and contextuallses your data to make it accessible and
understandable to others

 You will also need to think about metadata standards:

Descriptive Technical Administrative User Preservation

[DMP 3.2]
What are Metadata Standards | DCC
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Presentation Notes
Metadata and other documentation that goes along with your data will help to describe your data, how it was produced and processed, which what methods and procedures and why. It adds context to data that can help someone else understand your data. You will also need to think about the metadata standards you will implement, but I have attached a resource explaining the different types of standards you can use.

https://www.dcc.ac.uk/guidance/briefing-papers/standards-watch-papers/what-are-metadata-standards#:%7E:text=Metadata%20is%20made%20up%20of,elements%20which%20make%20these%20possible.

fime software Data Archiving Policies/Standards
upgrades/decommission you'll

destroy

[DMP 3.3] research data management guidance.pdf (abdn.ac.uk)
Research Data Management policy.pdf (abdn.ac.uk)
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Presentation Notes
You will need to outline your data preservation strategy, which will include what data is to be kept, how will it be kept, where it will be kept, and for how long. You will also need to think about the format here as well to account for any software changes, upgrades and decommissions and if your data can still be accessible. You will also need to outline the policies and standards you’ll be following here.

https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/Research%20Data%20Management%20policy.pdf
https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/research_data_management%20guidance.pdf

ata Security and



Presenter Notes
Presentation Notes
Here we will be talking all things data security and confidentiality.
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e

the data storage met T/ou use, wh
will have access, and how you will mitigate
risk.

You will also need to outline the main risks
to your data, such as unauthorised access,
corruption, deletion, etc

[DMP 4.1/4.2]
Data Storage & Archiving | StaffNet | The University of Aberdeen (abdn.ac.uk)
Information Security Policy (abdn.ac.uk)

Information Security Policy (abdn.ac.uk)
Data Protection | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
You will need to think about how you will protect your data, what standards or policies will you follow and why, you data storage method, who will have access and for how long, and how this risk will be mitigated.

https://www.abdn.ac.uk/staffnet/working-here/it-services/datastorage.php
https://www.abdn.ac.uk/staffnet/documents/policy-zone-information-policies/Information%20Security%20Policy.pdf
https://www.abdn.ac.uk/staffnet/documents/policy-zone-information-policies/Information%20Security%20Supporting%20Policies.pdf
https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php
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Presentation Notes
This section will concern how you can share your data, what restrictions may need to be in place and who will have access to your data.


Most likely no, Think about Exclusivity
not yet consent period

[DMP 5.1/5.4/5.5] research data management guidance.pdf (abdn.ac.uk)
Research Data Management policy.pdf (abdn.ac.uk)
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Presentation Notes
When thinking about sharing your data, you’ll need to think about whether it is suitable to share, and if not, how can you make it suitable. You need to make sure you have the right permissions and consent in place to share your data, whether you need an exclusivity period, and who will or can have access to your data which we will touch on a little later.

https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/Research%20Data%20Management%20policy.pdf
https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/research_data_management%20guidance.pdf

preservatlon of your data, ar
data will be preserved.

PRESENTATIONS PURE

[DMP 5.2]
DataCite Commons

General
Infermation

Quality
Standards

Services

Research Data

Repository Policy

Technical Legal
Standards

WORD OF

MOUTH Aspects


Presenter Notes
Presentation Notes
In this section, you’ll outline where you can share your data, such as in a repository, the methods and cost of preserving the data you want to keep, and exactly what data and supporting documentation will be preserved. You will also need to think about the discoverability of your data, how best to share it, such as in presentations, with Pure, on the web, or word of mouth. Lesley will do into more details about this later in the presentation.

https://commons.datacite.org/repositories

Pl Steering Application Monitoring
Committee form Publications

[DMP 5.3]


Presenter Notes
Presentation Notes
This is where you need to think about who can have access to your data and who will determine how best to manage this access.
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likely be yes.

[DMP 5.6]


Presenter Notes
Presentation Notes
Following on from governing access, you may need to think about whether a data-sharing agreement needs to be in place for your data.




Presenter Notes
Presentation Notes
This is where you will outline who will be responsible for different aspects of your project.


-

Examples of roles include:

N —_— Data capture
and how you will coor

inate ,
: : Metadata creation
collaborative projects. ,
Quality assurance
Storage and backup
Ultimately, as the PI, you are Data archiving
responsible for what happens in your Data sharing

project. Plus, more....

[DMP 6]


Presenter Notes
Presentation Notes
As the PI, you are ultimately responsible for what happens in your project, but you can delegate tasks and activities.




Presenter Notes
Presentation Notes
This will be where you outline the policies you will be following in your project.


epartmental, and study

— -~
—_—

£

DIVEN
Search Policy Zone | StaffNet | The University of Aberdeen (abdn.ac.uk)
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Presentation Notes
All our institutional policies can be found in the Policy Zone, but you will also need to include any school-specific, departmental, or study-specific policies as well.

https://www.abdn.ac.uk/staffnet/governance/policies-and-procedures-134.php
https://www.abdn.ac.uk/staffnet/governance/search-policy-zone-399.php




How the data will be backed up, secured and stored?

Who will you share the data with and under what conditions?

Will you share the data in a repository, how you will handle access requests,
or if you will use another mechanism?


Presenter Notes
Presentation Notes
Here, I just want to outline the common pitfalls we see when reviewing DMPs.

The type, format and volume of data cover everything from the file format, such as comma separated variable files, PDFs, MP3 or MP4 files for audio, the reasoning behind using that file format, and the volume of the data you will collect.

Who owns the data is something that needs to be outlined.

How the data will be backed up, secured and stored will also outline backup schedules, the method of storage such as shared drives, and the security measures you will implement.

Data sharing will cover data sharing agreements, what data can and will be shared, what data is to be kept or destroyed, what needs to be done to the data to make it shareable such as anonymisation, and where it will be shared. It will also cover who can access your data, under what conditions, if they need to go through access requests and who will handle those requests.





and comment on your plan.

pecialists will respond to your request within 3 working days. If you have

questions pertaining to this action please contact us at digitalresearc bdn.ac.uk.

¥You can continue to edit and download the plan in the interim.

Data Management Plans | DCC
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Presentation Notes
Once you’ve started, or finished, your DMP, you can request feedback from us by selecting the ‘Request Feedback’ option in the toolbar. This will come straight to us at Digital research where we can provide commentary on your DMP.

https://www.dcc.ac.uk/resources/data-management-plans




* Store sensitive data in separate folders

* Check with colleagues - is there a scheme to follow?

Readme file : a how-to navigate the file structure (include any
abbreviations)


Presenter Notes
Presentation Notes
If you put these things in place at the beginning of a project, or before a project begins, it will make things easier in the long run. No right way but needs to be logical and legible


7 ' % N

Untitled 241.doc
Untitled 138 copy-docx
Untitled 138 copy 2. docx

Untitled 139. docx
— Untitled 40 MOM ADDRESS.5p9
- Ur*rtﬂej %‘12.&01:
. . Untith 3. doc
void special Untitled 243 IMPORTANT:do
akitlol . 7-

characters or symbols
* YYYYMMDD good format for dates

20170205_ProjectA_Ex1Test1_SmithE_v1.xlsx

PROTIF: NEVER LOOK IN SOMEONE
ELSE’S DOCUMENTS FOLDER.



Presenter Notes
Presentation Notes
Naming conventions are especially important when multiple people are working with the data


Tables : Use a control table, record the version no., date of change,
person making it, nature of change

Git/Subversion : Useful for tracking changes to source code


Presenter Notes
Presentation Notes
Avoids working on out of date versions or overwriting, especially important if working with others
Git  and specific version control software like Apache subversion– allow you to see and access all versions


* More Widely used the better
* Keep original file formatschord easier to preserve than PDF)

Webpage guidance.docx (sharepoint.com)

A



Presenter Notes
Presentation Notes
Think about long-term use and reusability. Don’t know what file formats will be readable in 10/20 years time
PDF A maintains the original formatting, maintains accessibility across different devices. If storing for long periods of time
PDF might be more easily accessible now but Word file might be easier to preserve in the long term

https://365abdn-my.sharepoint.com/:w:/r/personal/s01vj1_abdn_ac_uk/_layouts/15/Doc.aspx?sourcedoc=%7B1BD0A3A5-D62E-41D1-8790-E9E25F8ECAE0%7D&file=Webpage%20guidance.docx&wdLOR=c09B4732C-3BB8-4708-BB6A-63A70A992CF1&fromShare=true&action=default&mobileredirect=true
https://365abdn-my.sharepoint.com/:w:/r/personal/s01vj1_abdn_ac_uk/_layouts/15/Doc.aspx?sourcedoc=%7B1BD0A3A5-D62E-41D1-8790-E9E25F8ECAE0%7D&file=Webpage%20guidance.docx&wdLOR=c09B4732C-3BB8-4708-BB6A-63A70A992CF1&fromShare=true&action=default&mobileredirect=true

* Writing documentatlon for\your data will help you

understand it —and others interpret/reuse it

* Disciplinary metadata :
https://rdamsc.bath.ac.uk/

[DMP 3.1]

Research data management — UK Data Service

Examples of data documentation :

dataset structure

lab notebooks

protocols

codebook

methodology

interview schedules
software/computer code

VARIABLE LEVEL


Presenter Notes
Presentation Notes
Data repositories (we will come to) ask for documentation/metadata about the data for deposit
Project level – aims of the study/ research question
File-level – data types/file format
Variable level – values/codes/abbreviations used 
Rdamsc – Disciplinary metadata


https://ukdataservice.ac.uk/learning-hub/research-data-management/#store-your-data

il

L]
C . — — =

* Who created the dat, how it wz;s gathered an

Where :

 Readme, plain text file with readme ‘filename’
https://data.research.cornell.edu/data-
management/sharing/readme/

* Information in the file itself (extra Excel sheet)
* Store in the folder with the dataset

Make a README

Because no one
can read your
mind (yet)


https://data.research.cornell.edu/data-management/sharing/readme/
https://data.research.cornell.edu/data-management/sharing/readme/




* Interdisciplinary * The

* Simple metadata Datavepl:ojseg

Generalist-Data-Repository-Grid.pdf (agu.org)
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Agu,org grid provides a comparison of the main general repositories by size limit/licence options/
Most will allow for linking data to other digital info e.g.datacite and orcid and gain persistent identifiers
Dryad now have a Zenodo integration for non-data files like code and software
Figshare have a GitHub integration and you can import your GitHub repositories into your Figshare account to get  DOI set-up 

Most free to use for reasonable dataset sizes. Dryad small set up fee.   Metadata to PURE


https://www.agu.org/-/media/Files/Publications/Generalist-Data-Repository-Grid.pdf

* May be more selective in the data they accept

& BioStudies.
.

PRoteomics IDEntifications Database

W Jllllﬁ MetaboLights
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Presentation Notes

Likely to offer a service more tailored towards your discipline but be supported by others in your discipline.

More data curation offered, specific standards required
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https://www.abdn.ac.uk/research/digital-research/index.php
https://www.dcc.ac.uk/resources/data-management-plans
https://www.abdn.ac.uk/toolkit/systems/data-managment-plan/
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.abdn.ac.uk/staffnet/governance/data-protection-6958.php
https://gdpr-info.eu/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/
https://dmponline.dcc.ac.uk/
https://www.dcc.ac.uk/resources/data-management-plans/funders-requirements
https://ukdataservice.ac.uk/learning-hub/research-data-management/format-your-data/recommended-formats/
https://www.abdn.ac.uk/staffnet/documents/SCDA%20Process.pdf
https://www.abdn.ac.uk/toolkit/systems/data-storage-for-researchers/
https://ukdataservice.ac.uk/learning-hub/research-data-management/#store-your-data
https://www.abdn.ac.uk/staffnet/working-here/it-services/datastorage.php
https://www.dcc.ac.uk/guidance/briefing-papers/standards-watch-papers/what-are-metadata-standards#:%7E:text=Metadata%20is%20made%20up%20of,elements%20which%20make%20these%20possible.
https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/Research%20Data%20Management%20policy.pdf
https://www.abdn.ac.uk/staffnet/documents/policy-zone-research-and-knowledge-exchange/research_data_management%20guidance.pdf
https://commons.datacite.org/repositories
https://www.abdn.ac.uk/staffnet/governance/policies-and-procedures-134.php
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